
Are Vendors Handing Hackers 
the Keys to the Kingdom?

Today, more than ever before, 
companies are reliant upon a 
plethora of third-party vendors 

to provide critical infrastructure, ser-
vices and support for their businesses. 

These vendors and a string of 
direct and indirect subcontractors 
are granted unprecedented levels of 
access to the systems and confiden-
tial and proprietary data to support 
their hiring organizations. With data 
increasingly stored in digital form, 
this has become a significant risk for 
businesses. An entire organization’s 
business records can now be trans-
ferred in the blink of an eye. 

Risk management inevitably 
involves a series of trade-offs, and 
companies must conduct a cost-benefit 
analysis to determine how to best al-
locate limited resources. In the past, 
companies have focused on securing 
their own systems and premises while 
often neglecting to do the same with 
third-party vendors. That strategy, 
as evidenced by some of the largest 
breaches over the past decade, is short-
sighted. It is akin to locking the doors 
while leaving the windows wide open. 

The failure to properly assess 
and monitor vendor privacy and 
security practices and to implement 
appropriate safeguards, policies and 
procedures can be disastrous for both 
consumers and companies alike. In 
a digital age where data is gold and 
gold is king, it is incumbent upon 
companies to take appropriate, stra-
tegic steps to guard their currency 
and their kingdoms.

Vendor security threats are grow-
ing at an alarming rate. In 2016, one 
survey noted that 63 percent of all 
data breaches could be attributed to a 
third-party vendor. A recent New York 
Times article suggested that number 
was closer to 80 percent. 

When Target was infamously 
breached in 2013, it wasn’t by some-

one who hacked 
through Target’s 
firewalls or the 
result of an un-
paid ransomware 
demand or even 
a Target employ-
ee’s errant click. 
It was the result 
of a vulnerable 
third-party HVAC 
vendor that exposed network creden-
tials to Target’s system. In fact, this 
month it was announced that Target 
would pay state regulatory authorities 
$18.5 million to settle investigations 
relating to the breach — the largest 
such settlement to date. 

In 2017 alone, Sentara Healthcare 
notified more than 5,000 patients that 
their medical records were breached 
through a third-party provider; a POS 
vendor, 24x7 Hospitality Technology, 
allegedly caused a breach involving 
credit card information from purchases 
at Select Restaurants, Inc.; Joblink, a 
vendor used by the State of Vermont, 
notified the state that its job seeker 
functionality was compromised by 
malicious software, possibly affecting 
millions in multiple states; Chinese 
state hackers breached Lockheed 
Martin through the vendor it had hired 
to secure employees’ web connections; 
RT Jones Capital was exposed to SEC 
charges when a third-party hosted 
web server was breached; episodes 
of Netflix’s show “Orange Is the New 
Black” were leaked after its post-pro-
duction company, Larson Studios, was 
breached; Sabre Corp. disclosed that it 
was investigating unauthorized access 
to payment information and customer 
data processed through SynXis Central 
Reservations, whose hospitality reser-
vations application services more than 
32,000 properties; and WannaCry Ran-
somware attacked computer systems 
across various industries in almost 100 
countries through a known vulnerabil-
ity in a Microsoft operating system. 

Not only are the frequency and 
scale of vendor security incidents 
rapidly expanding, but the damages 

associated with a 
breach continue 
to rise. 

A breach 
caused by a third 
party can ex-
tend beyond the 
significant losses 
attributable to 
leaching of valu-
able company in-
formation and business interruption. 
Federal agencies, states and consumer 
plaintiffs’ lawyers are increasingly go-
ing after not just the offending vendor 
but the hiring companies themselves 
for failure to take appropriate steps 
to put reasonable safeguards in place 
with respect to their third-party ven-
dors. The costs are skyrocketing.

Given the significant risk posed by 
the use of third-party vendors, com-
panies would be wise to design and 
implement an appropriate vendor risk 
management strategy. Unfortunately, 
the sheer volume of third-party 
vendors that companies utilize, both 
directly and indirectly, often makes 
conducting extensive due diligence 
both time- and cost-prohibitive. 

As such, companies might want 
to consider implementing a tiered 
approach to vendor risk manage-
ment, taking into account the nature 
of the services to be provided by a 
vendor, whether the vendor and/or 
their subcontractors will have access 
to the company’s systems and/or data, 
the nature of such data, and the cost 
to the business should the service 
become suddenly unavailable. 

Experienced legal counsel can 
advise clients on how to structure such 
an approach, assess vendor privacy 
and security practices and implement 
safeguards, policies and procedures de-
signed to maximize benefit and mini-
mize risk in a cost-effective manner. 

Documenting this approach and 
maintaining a record evidencing the 
organization’s vendor due diligence, 
if done properly and consistently, may 
prove useful in defending the reason-
ability of the company’s actions in the 

event of a security incident arising out 
of a vendor’s services.

Once a vendor has been selected, 
a contract should address, at a mini-
mum, the vendor’s obligations with 
respect to information security, 
redundancy/disaster recovery, data 
transfers and migration, confidential-
ity, data privacy, data incident notifi-
cations, indemnification, insurance, 
subcontracting and service levels. 

The company should ensure 
that throughout the lifetime of the 
contract, the third-party vendor is 
only provided with such access and 
data as are necessary to perform the 
contracted services and that any such 
access and data are flows that are ter-
minated at the end of the contract or 
within a reasonable period thereafter, 
as appropriate.

While vendor selection and con-
tracting processes are important, it 
is imperative to note the importance 
of ongoing monitoring and auditing 
of third-party vendors (particularly 
those with access to company sys-
tems and/or data) throughout the 
life of the contract, either directly 
or through a qualified, independent 
third-party auditor. 

Such monitoring (and the threat 
thereof) can be an effective tool in en-
suring a vendor’s compliance with its 
contractual commitments as well as 
with commitments that the company 
itself may have made to consumers 
through its privacy policy, contracts or 
other documents. 

The issues with respect to vendor 
risk management will only continue 
to grow as companies increasingly 
rely on third-party services and infra-
structure to support their businesses. 

To maintain the confidence of 
consumers, shareholders and regula-
tory authorities, it is imperative that 
companies immediately begin to 
implement a reasonable framework 
to enable them to secure and monitor 
necessary services, support and infra-
structure from responsible vendors. •
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